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WARNING:

When the new Anti-Skim card Reader is installed, be sure to use the screws pro-
vided in the kit. DO NOT reuse the screws from the old card reader; this will
cause damage to the metal inserts on the new card reader.

e new Anti-Skim Card reader will need to be calibrated a er itisinstalled. Be
sure to refer to the Con guration and Diagnostics section.

Minimum so ware requirement to support the ICM33B Anti-Skim Card Reader
i54.0.0.33

Improper grounding may
cause damage to ATM
and/or components.



Kit Anti-Skim EMV Card Reader Upgrade kit for, RL16, RL23, RL53, and ARGO. Not for use
06200-00355 | when upgrading from 330.

Tools Required | Small Phillips head Screwdriver, Side Cut Pliers

Parts Supplied

Description Quantity
1 Card Reader w/Bezel | EMV | ICM33B Anti-Skim 1
2 Serial Card Reader Comms Ribbon Cable | X2 1
3 Screw | 6-32 Phillips Machine Screw | Pan Head | 3/8” long | Zinc Plated with Nylon Patch 5
4 Mounting bracket, angled, one 6-32 threaded hole, one 0.165” open hole, 0.062” thick 1
steel, tin plate
5 Screw | #6-32 | 1/4 Inch | Pan Phil Head w/Ext Tooth Wash 1
6 Triton EMV Kernel Label 1
7 Screw | #8-32 | 3/8 inch | Pan Phil Head w/Ext Tooth Wash 1




Kit Anti-Skim EMV Card Reader Upgrade kit. For upgrading from 330 only. ARGO, RL16,
06200-00358 | RL23, RL53.

Tools Required | Small Phillips head Screwdriver

Parts Supplied

Description Quantity

1 Card Reader w/Bezel | EMV | ICM33B Anti-Skim 1

2 Screw | 6-32 Phillips Machine Screw | Pan Head | 3/8” long | Zinc Plated with Nylon Patch 5









































































RL23XX

5. Obtain the Card Reader Communication Ribbon Cable from the kit and plug cable into the card reader. Fas-
ten the cable securely by pushing in the two tabs on the connector. (See gure C). Route the Communication
Cable under the other cables and through the cable clips. (See gure D).

Figure C Figure D

6. Connect the other end of the Communication Cable to the docking board as shown.

—
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Anti-Skim Card Reader Upgrade

7. Connect the ground wire from the card reader with a 3/8” screw provided as shown.

CAUTION: Be sure to use the screws provided in the kit. DO NOT reuse the screws from step 2; this will cause
damage to the metal inserts on the new card reader.

8. Connect the main power cable to the power supply and power on the ATM. Close the control panel. REFER
TO SECTION 8 FOR INSTRUCTIONS ON CALIBRATION AND DIAGNOSTICS OF THE ANTI-SKIM
CARD READER.
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RL53XX

Before starting the installation process, remove power from the ATM by entering Management Functions > Sys-

tem Parameters > Shut Down the Terminal > Enter. When prompted, open the control panel and turn power
switchto o (O) position. Disconnect main power cable from the power supply.

1. Unplug Card Reader Communication Cable from the docking board. Remove the cable from the cable clips.

2@-@D-49-01-16-D6

AR

i

2. Remove the card reader by removing the four screws shown below and any attached ground wire. DISCARD
SCREWS.

Track1-2




Anti-Skim Card Reader Upgrade

3. Obtain the Anti-Skim Card Reader from kit number 06200-00355 (see page ii for details). Install the card
reader by inserting it through the front of the control panel. Ensure Triton logo on the Bezel is in the position
shown. (See gure A).

Figure A

4. Secure the card reader with the four 3/8” screws provided. (See gure B).

CAUTION: Be sure to use the screws provided in the kit. DO NOT reuse the screws from step 2; this will cause
damage to the metal inserts on the new card reader.

Figure B
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RL53XX

5. Obtain the Card Reader Communication Ribbon Cable from the kit and plug the cable into the card reader.
Fasten the cable securely by pushing in the two tabs on the connector. (See gure C). Connect the other end of
the Communication Cable to the docking board as shown. (See gure D).

Figure C Figure D

6. If there was no ground wire from the old card reader, remove the screw holding the unit’s ground wire as
shown. If the old card reader had a ground wire, then skip to step 8.
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Anti-Skim Card Reader Upgrade

7. Obtain the L Bracket from the kit. Install the L Bracket with the cable clip. Make sure the side with the thread-
ed hole is facing in as shown.

8. Install the card reader ground wire and the existing ground wire to the L Bracket with the 1/4” screw from the
kit as shown.
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RL53XX

9. Route the Communications Cable through the cable clips as shown.

11}

I
B0-BD-45-21-16-06

10. Connect the main power cable to the power supply and power on the ATM. Close the control panel. REFER
TO SECTION 8 FOR INSTRUCTIONS ON CALIBRATION AND DIAGNOSTICS OF THE ANTI-SKIM

CARD READER.
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RL16, RL23, RL53, and ARGO

Anti-Skim Card Reader Calibration

To con gure and calibrate the new EMV Anti-Skim Card Reader, download the so ware from
www.tritonatm.com. Load the le onto the unit and then perform the following steps:

NOTE: Before starting the calibration process, make sure there is no metal near the card
reader.
1. From the Main Menu screen, select Terminal Con guration.

i

Selact an option by pressing the aopropriate number on tha keypad. 5/12/2016 1105 AM
Press CARMCEL tio endt management functions. Prog Verson,  4.0.0C

Serean Fla: SPAEDDOG

E] @ Current Tesming Emcr: 0

Terrinal s Diagrcstics | Elactroric J0umal Ma Errers
Functians
K 5]
Passwiord Systan Parameatess
Mantenzrce
Exit Managemant
EI Functlons

key Management Tetminal Status Language: English

0]
Favoribas Menu
Configuration

2. Select More Options.

ain MenufTerminal Configuration

J1

5f12f2016 11:05 AM
Prog ‘Yersion: 4.0.0C
Scresn File: KPAEDODS

Select an option by pressing the appropriate number on the keypad.
Press CAMCEL to return to previols menu.

2] El

General Parameters Coupaons Terminal Messages

Current Terminal Error: 0
Ma Errors

[4] 5| 6]

Cassette Setup 1S0/Surcharge Cormmmunication
Properties

Exit Management
Functions

9]

Ads-Graphics Oiptional Screens Optional Screen

Buttons
Lo
More Options
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Calibration and Diagnostics

3. Select More Options again.

Main MenujfTerminal ConfigurationfMore Options

Select an option by pressing the appropriate number on the keypad.
Press CANCEL to return to previous menu,

[1]

(2]

(]

il

Sf12/2016 11:10 AM
Prog Yersion: 4.0.0C
Screen File: XPAEDOOZ

Prepaid Phaone

Check Cashing

Moriey Transfer

Current Terminal Errar: 0
Mo Errars

5]

(5]

Triton Connect

EMY Configuration

DCC Configuration

(o]

[2]

4. Select Anti- Skim Con g.

Exit Management

[1]

(2]

Functions
Electronic Receipt Lotto Configuration | | Configuration Wizard
Host Config
1]
More Cptions
Main MenujTerminal ConfigurationfMore OptionsfMore Options 2

J1

Select an option by pressing the appropriate nurmber on the keypad, 5/12/2016 11:10 AM

Press CANCEL to return to previous menl. Prag Version: 40,00

Screen Fle: XPAEODOOZ

Charity

Carclless Host Config

Anti-Skim Config

Current Terminal Error: 0
Mo Errors

[s]

6]

Exit Management
Functions




RL16, RL23, RL53, and ARGO

5. Default Settings are as follows:
Temperature Corrected: U e e
1. Metal Present Time (sec, O to disable)- 0180. Metal Present Time (sec, O to disable): 180 Cancel |
2. Metal Absent Time (sec) - 0010. _
3. Detection Voltage (mV) - 150. e f©
4. Warning Voltage (mV) - 110. Bty fclioe i 150
D| erentia' V0|tage: Warning Yoltage (m): 110
5. Metal Present Time (sec, 0 disable) - 0180.
6. Metal Absent Time (SEC) - 0010. Differential voltage
7' DeteCtion VOItage (mV) - 50 Metal Present Time (sec, O to disable): 180
8. Warning Voltage (mV) - 20.
El Metal Absent Time (sec): IlD
6. Press ‘ENTER’ on the keypad to apply current etortion valtags (m) |

settings. e Card Reader LED may turno and
back on during this process. When calibration Warring Veltage (miv): R
completes, the More Options menu will be displayed

NOTE: e default settings in the Anti-Skim parameters dialog should be su cient in most cases. However the

following values may be modi ed for both the temperature corrected method and the di erential voltage

method:

e Metal present time to trigger skimmer detection, either 0 or within range 60 to 9999 seconds.

e Metal absent time to clear skimmer detection, range is 1 to 9999 seconds.

e Sensed voltage di erential to trigger metal detection, range is 1 to 999 mV for temperature corrected, 0 to 999
mV for di erential voltage.

e Sensed voltage di erential to trigger metal detection warning, range is 1 to 999 mV for temperature corrected,
0to 999 mV for di erential voltage. (Cannot be greater than detection voltage.)

7. A er calibration is completed, perform the following steps to shut down the ATM:

Enter Management Functions > System Parameters > Shut Down the Terminal > Enter. When prompted,
open the control panel and turn the power switch to o (O) position. Turn the power switch back on and close
the control panel. When the welcome screen appears, wait at least three minutes (or the largest con gured metal
present time) to con rm the ATM does not detect a skimmer.

NOTE: If a skimmer is detected at the welcome screen, the ATM will treat it as an error condition. In this case,
the ATM will do the following:

Go out of service.
Log the event in the ATM's journal
Advise Triton Connect of the error (if con gured to do so).

e ATM will automatically recover a er the skimmer is no longer detected. e ATM will

Go back in service
Log the event in the journal
Advise Triton Connect that the error has been cleared (if con gured to do so).
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Calibration and Diagnostics

Card Reader Diagnostics

e card reader status report shown in Management Functions and in the Con guration Summary will show
the following information:

Card Reader Type: Sankyo ICM33B Anti-Skim
Device ID: NIDEC SANKYO CORPORATION
Firmware Ver: 4974-01B 4975-01K 4924-01B 4962-01A 4963-01B 4977-01C 4978-01G
1C8DFD
Serial Num: A6030217
Metal Detector: Present
Jamming Coil: Present
Temperature Corrected

Metal Present Time: 180 sec

Metal Absent Time: 10 sec

Detection Voltage: 150 mV

Warning Voltage: 110 mV
Differential Voltage

Metal Present Time: 180 sec

Metal Absent Time: 10 sec

Detection Voltage: 50 mV

Warning Voltage: 20 mV

A new test has also been added in Management Functions > Main Menu > Diagnostics > Card Reader > Test
Anti-Skim.

If metal is detected, the text “Metal detected” is displayed. If metal is not detected, the text “Metal not detected”
is displayed.

e voltage X is displayed as “Voltage: X mV”. X is up to 4 digits, leading zeros not shown. e temperature X
is displayed as “Temperature: X °C”. X is a plus/minus sign, 2 digits, a decimal point, and 1 digit.

Example:
Metal detected

Voltage: 926 mV
Temperature: +24.2 °C

If metal is detected for long enough, the card reader treats it as a skimmer, and no further values can be ob-
tained. Just the text “Skimmer detected” is displayed.
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